BYOx service offering - How to Guide

10S — Getting your child’s BYO device ready for school

vi4
Department of Education

This document explains how to:

e enrol a BYO device into Intune at home (A BYO device

is owned by you and not the school)

e install an app on your device.
e set up EQ mail account to send / receive using Mail app

Once you have enrolled your device into Intune, you will be
able to install school learning applications and access school

email.

Notes

Enrolling your device into Intune

Step 1. Check your internet connection

These instructions are for iPads:

e owned by students (BYO)

e using version 12.2+ of iOS.

A passcode or password must be set on the iPad to complete

the device enrolment. This protects your device and data.

If during the enrolment process, the Intune company portal

app closes, open it and try again.

‘ ,

a. Test that you are connected to your home Wi-Fi by

tapping the Safari icon

b. Search for something, for example, Queensland

queensland schools \

Google Siri Knowledge

schools.

10:05 am Wed 24 Apr

List of schools in Queensland

The following lists cover state and non-state primary and secondary
schools in Queensland, Australia.

Google Search

Q queensland schools

c. If your search was successful, then the internet is

working, and you can continue.

Note: If you cannot enrol your device at home, ask your

school for assistance.
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Step 2. Install Intune

a. Tap the App Store & icon.

b. Type Intune in the search bar and tap intune company

portal.
4:28 pm Thu 4 Apr
Q. intune
mne companym
—~— e

c. Eithertap Get or Ci) to get the Intune company portal

installed on your device.

4:31pm  Thu 4 Apr

Filters v Q. intune company portal

=5 Intune Company Por; -\ Intune Man
&" Company resources on %& Business
Hokkkdr ) *oxiton ¢
" ==
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Once installed, Intune is named “Comp Portal” on your

device.

Step 3. Sign in to Microsoft Intune

a. Open the Microsoft Intune Comp Portal app.

11:04am Thu 4 Apr

b. The Company Portal Welcome screen will display. You

may need to tap Sign in to continue.

Company Portal

Get access to company resources and keep
them secure.
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c. Enter your child’s Education Queensland @eq.edu.au

email address, then tap Next.

Notd:
not u

Micr
accd

11:50 am Thu 4 Apr
Cancel

sea

hsoft
Microsoft Intune
unt

B3 Microsoft
Sign in

flast1@eq.edu.au

Step 4. Enter user name and password

d. Wiait for the sign in page.

B® Microsoft

Taking you to your
organization's sign-in page

a. The user name is auto filled. It is the first part of your
child’s school email address username@eq.edu.au.
Enter your child’s school password.

b. Accept the terms and conditions and tap Sign in.

12:06 pm Thu 4 Apr

Cancel

il
MQueensland Government

Department of Education

Managed Internet Service

Sign in with your username and password

Username * [ flast1 ]

Password * [ ........ ]‘

I agree to the conditions of use and privacy statement

Change my password

Queensland
Government




BYOx service offering - How to Guide
I0S - Getting your child’s BYO device ready for school vi4

Department of Education

Step 5. Install management profile b. See a list of what your IT administrator can or can’t see

. on your enrolled device. Tap Continue.
a. Tap Begin.

_ peviee managementandyeur privacy
Here is what Department of Education QLD can and cannot see or

do on your device.
Set up Department of Education

QLD access Can't Can

Set up your device to access your email, devices, Wi-Fi, and
apps for work. ®

« View browsing history on this device
| « See your personal emails, documents, contacts, or calendar
., « Access your passwords
O Download management profile « View, edit or delete your photos
| « See the location of a personal device

O Review privacy information

O Install management profile
|

O Update device settings Learn more

Learn more

Postpone

Queensland
Government
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c. Details of what’s next are displayed. Tap Continue.

Set up Department of Education
QLD access
Set up your device to access your email, devices, Wi-Fi, and

apps for work.

@ Review privacy information

O Download management profile
|

O Install management profile

|
O Update device settings

Continue

(If the What’s next display on your screen looks different
from the one above, then you may be on a different version

of iOS. Tap Continue and then Allow and go to step j on

page 7 to install the management profile.)

. Tap Allow to download a management profile.

@ portal.manage.microsoft.com

This website is trying to download a configuration
profile. Do you want to allow this?

Ignore

Queensland
> Government
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e. Profile has been downloaded. Tap Close. g. A screen is displayed, providing instructions on

installing the profile. Press the home button to minimize
this window. If you are using an iPad pro, slide up from

the bottom of the screen to go to home screen.

How to install Management Profile

1. Go to the Settings app

Profile Downloaded Select Profile Downloaded.
Revi the profile in Setti i § o
wnw;‘w ant “;ni"s::"ms b If you don't see that option:

a. Select @ General.
b. Select Profiles.

2.Select Install

f. Tap Continue now and Continue in the next page to Folowihe on-screen nstruetons o e
3.0pen the Company Portal app again

continue.

Learn more

& portal.manage.microsoft.com

(]
h. Open the settings by tapping the settings @ icon.

i. Enter your password if requested.

Download management profile

When prompted, select Allow to download the profile.

After it downloads, select Done to continue.

Downloaded the management profile@

SR N
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j. Tap Profile Downloaded. I. If prompted, enter your device passcode.
11:24 am  Tue 23 Apr = 74% | Enter Passcode Cancel
General
Setti ngs Enter your passcode
Q Search About O O O O

Software Update

MOE Info

) i AirDrop
Apple ID, iCloud, iTunes & App St... 1 2 3
ABC er
Handoff
4 5 6
o omt o wno
Profile Downloaded Multitasking & Dock 7 8 9
pars rov wxvz
0] <X

pr— A Sl

k. On the install profile screen, tap Install. m. On the install profile popup, tap Install.

Cancel Install Profile

@ Management Profile

Signed by 10SProfileSigning.manage.microsoft.com
Verified v/
Description Install this profile to get access to your company apps

Install Profile
Contains Device Enrolment Challenge

More Details Cancel

Queensland
Government
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n. A standard system warning is displayed. To continue p. When the screen changes to show that the profile has
with installation, tap Install. finished installing, tap Done. An “Enrolling device”

message displays on the screen.

Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “Microsoft Intune Root Certification
Authority” will add it to the list of trusted certificates on your iPad.

Profile Installed

Management Profile
Department of Education and Training

Signed by 10SProfileSigning.manage.microsoft.com
Verified v/

o. If you are prompted to trust remote management, tap

Trust.

Description Install this profile to get access to your company apps

Contains Mobile Device Management
Device Identity Certificate
2 Certificates

More Details

Remote Management

Do you trust this profile’s source to
enrol your iPad into remote
management?

Cancel

Queensland
Government
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Step 6. Configure device settings

a. The Settings page will be displayed. Notice under
Device Management, the management profile has been
installed. Press the home button to minimise the

settings window.

11:25 am Tue 23 Apr = 74%
< General Device Management
Settings P
Q Search Management Profile )

Department of Education anW

MOE Info

Note: If you are presented with a pop-up asking whether
you want to open in company portal, instead of the screen
above, you may be on an older version of iOS. In this

case, tap Open and then tap Continue and go to step c.

B
U &
4 s
s _—

b. Tap Comp Portal and return to the company portal
app again, and then tap Continue in the next page to

continue.

"1_._-.|

Comp Portal

Set up Department of Education
QLD access

Set up your device to access your email, devices, Wi-Fi, and
apps for work.

@ Review privacy information
|

@ Download management profile
|

@ |Install management profile

O Update device settings

Queensland
> Government
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c. A message will display while you wait. e. You may be asked for permission for Company Portal

to send you notifications. Select Ok then Allow.
Confirming device settings...

This may take a few minutes. You can do other things on your device
while Department of Education QLD device setup completes.

d. Your device is now managed through the Company

Portal. Select Done to complete the setup.

You're all set!

You should now have access to your email, devices, Wi-Fi, and
apps for work.

@ Review privacy information “Comp Portal” Would Like to
| Send You Notifications
© Download management profile Notifications may include alerts,

sounds and icon badges. These can be

|

? Install management profile eonfigedi Setikige)

@ Update device settings
Don't Allow

Learn more
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f. A greeting screen is displayed when enrolment is done.

You can now use your iPad for other purposes, but

keep the device connected to the internet for 15 i 1

minutes for installation to complete. . Noapps available

You don’t have any apps assigned to you on this device.

Company Portal Website

. 1device enrolled

Your Company is currently managing this iPad

View Devices

!!! Apps @ Devices @ Support F Notifications eee More
11
Queensland
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c. Information about the app will be displayed. Tap Install.

Install an app

a. Following enrolment, the Company Portal will display _

recently published apps. Tap View All Apps to see the Mlcrsozw?rd

W Install o

full list of apps available to install.

~ Preparing to install...

The trusted Word app lets you create, edit, view and

Apps Q share your files with others quickly and easily. Send, view
and edit Office docs attached to emails from your phone

with this powerful word processing app from Microsoft....

Recently Published ( View All Apps P Show More...

Micrasoft Word
Microsoft Corporation

d. A confirmation screen will be displayed. Tap Install.
Categories

Other Apps

App Installation

"“i.manage.microsoft.com" is about to

b. Tap the app which you want to install. Downloadd all install and manage the app “Google

Earth” from the App Store.
Your iTunes account will not be

ava”able appS charged for this app.

Cancel

Q, Search Filter Sort

W Micrasoft Word
Microsoft Corporation
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e. Press home to minimise the company portal window or
if using an iPad pro, swipe up from the bottom of the
screen and select home screen. See if the app you
downloaded is available for use. Sometimes the status

shows downloading or pending, but the app is installed.

4:46 pm Mon 22 Jul

8 @ 0O

Podcasts Find iPhone

L

Photo Booth Measure

x'i_._-.|

Comp Portal

Set up EQ mail account

a. When opening Settings for the first time after
successful device enrolment, a pop-up is displayed
asking for School Email password. Enter your EQ

password.

Password Required

Enter the password for the Exchange
account “School Email"

Cancel
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b. If the initial pop-up is cancelled accidentally, the user
can fill in the password by following below steps:

c. Tap Passwords and Accounts and School Email.

Settings Passwords and Accounts
u Aeropiane moae
a Wi-Fi DETEEVOx ﬂ Website and App Passwords 0
Bluetooth on @ AutoFill Passwords 0
Notifications ACCOUNTS
iCloud
Sounds Cloud Drive, Calendars, Reminders, Notes and 3 more.

0GB

. School Email
Do Not Disturb Jail, Contacts, Calendars, Reminders >
Screen Time Gmail
Mail, Calendars, Notes
Add Account
@ General
8 Control Centre Fetch New Data Push
Display & Brightness
Wallpaper

iTunes & App Store

‘ ? Passwords and Accounts .

] Mai

8 | Contacts

= = ow

d. Tap Account.

< 61% M)

< Accounts School Email

YOx Exc
Account @eq.edu.au
On

£) wai

4| Contacts

-
= Calendars

8888

Reminders

Mail Days to Sync 3 Days

e. Enter EQ password and tap Done.

Cancel

wye0@eq.edu.au

outlook.office365.com

Domain

Username wyeO@eq.edu.au

Description School Email

Advanced Settings

These settings are installed by the profile ‘Eas Profile -
outlook.office365.comwye0@eq.edu.au’

14
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Helpful Resources

Microsoft User Guides

Note: Microsoft has user guides and help documents for using
Intune. Some of the links and documents below are Microsoft
documents and the school or Education Department is
referred to as a “company”.

Helpful Links

1. What happens when you enrol your device with Intune?

2. What happens if you un-enrol your device from Intune?

3. Intune iOS Enrolment Instructional Video

Things you can do when your device is enrolled
in Intune

¢ Un-enrol your device from Intune

Note: when you un-enrol, you will lose any apps installed
through Intune and the data inside these apps.

« Reset (erase) your lost or stolen device

15
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